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REERFER
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Token invalid

tokentIE A @S

1. fiAtokenES
1FHf

2. Hfailtokenpr/@
2R, 25E%
SV EIA Vi ol = 4
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DLM.4312

Missing
parameters: ___

FRDISESEL

BT LGS

400

App does not
have permission
to access API.

RN FRFEAGHE =R
AP

1. HIAAPIEEN
5N

2. HIAIEKAYkey
Flsecret28 7
1z

3. HIAAPIFOAPP
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BYHIN

401

Authorization not
found.

BREEREE
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Authorization
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wEaElER

Z2INEFISDKERY

T2
ke

401

Signing key not
found.

EREHREE

IIAIBKAYkeyF

secret2 & A

401

Signed header ___
not found.

HRLARIEE

BARTFEZ/
headersL &#1TE
Bt EET

401

Header x-sdk-date
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B AEENE
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Signature expired.

X
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1. EREEEX
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NSHTNIRE]P =N
—

3. WNERARHEATE) =2
R, BERER
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BT andE, o
BETS mETEETE

E,-ﬁl-‘-
FFb
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Verify
authroization
failed.

SRl e S

IBIIARITEERY
FrESH, HEL
B ZRIHE
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url. path.
header. query.
body%% .

#h7E:

1. NRBITIHET
F=AMKF, B
kit FNEHRARSS
RRAYittE A —
H, FEEERL
RIS x-
forwarded-host,
BERZZRERRY
=il

2. YNR(FERHgetid

DLG.0902

Fail to call the
agent. For details
about No
matching
constant for [-1],

see the CDM logs.

CDM _ERYCIEE4E

Rss

1. SQLIAfTHIENS
K

2. C(DMEBARE
T

1. BIASQLIA TR
K, WSRATES
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( BAS TRROIERY
EWERBRENS
m)

2. ANERSQLAITHY
BE4E, HEHkE
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the request sent 2. AIAEECDMFF
by the agent. ME|E, EEW
S—/CDM

3.4 {58 APP 1 \uEER API
3.4.1 INIFENES

1BIISDKIEAPIET,

EERBIITALEER:

1H0iRSERT, BEEEERAPIBID. IBERKURLFIIE KRG X

EHIERSHY “APIER” IMHE, BHAPIBIR, £ “‘TB(EE” REEEAPIRY
ID. i&ERURLFIER G X

=] 3-1 APl EftiEN

2022/05/06 15:31:28 GMT+08:00

St

SEELEDR

-

[slal o ShitthE

#

wEE

ftest

GET select 1;

SFFAPPIAIEAIAPI,
Zo

£ “RFEEIE” PAER—1APP, FHISAPPYIEZIAPI, FLATLAERIAPPITRAY
AppKey#lAppSecertif[aliZAPl, BITER FHIFMESEFEFAppKeyFlAppSecret,

R TIR M EMHIAppKey . AppSecretZ RETSLE BRIAIER

3-2 &E AppKey F AppSecret

app0l 5b449752-7e91-4271-bf70-d3c0645¢e913

d9a88ade-106b-40a2-b810-90d69cbllebd Grerx] &

2018/01/23 09:54:52 GMT+08:00
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AR
e AppKey: APPISIEIZSEID, SIAEIAIAZERXERIME—INRN; HIDZRIDIFAES
[EZB—RSER, MWERETMELESE.
o AppSecret: S5i5aEBIDESERNER, MNERETNESS, ARRAIXS, 7
B LEERIIER -
o RIXAPIERREY, BERFLHRIRSEEFHTTPRIX-Sdk-Datesk, BEZERET
Authorizationsk ., 8 RE—MEIRAIMNERZEAI, ERIRIT .

3.4.2 Java
e S T
{FH)avaiB SEFAPPIMIERIAPIRY , RFEESLIRENSDK, AREFHEIENSATLIE,
RESEABAPIRGIERBAPI,
ARETLAEClipse 4.5.28RAFFINE
3-3 ARRE
&
Y
FEISDK
]
=]
BUIRSRY
o CEIRENAPIAYIER . ID. iEKurl, i5KF5i%. AppKeyFlAppSecretFEE, B3
DINIERINES
o BZ%%Eclipse 3.6.0akLA LA, WNRFKZE, {BEEEclipseBEAMULTE
o BE%%lava Development Kit 1.8.1118¢LALIRA, NRKZEE, iEEOracleBES
TERE &,
$XEN SDK

$IB1 EZRDataArts StudiolzdlE .
TE2 BF “HURRS T &R,
B3 BFEAMESR “H=iR> SDK” & “EZ=4Rk > SDK” ,
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https://www.eclipse.org/downloads/
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B4 PISDKFERSISXIFEIIMIESAISDK, TEHSDKEEIAI

L5 HITSDKEZTEMRIG . WindowsBIERF T, ITHAMGHIRRFHE, WA TG
<, EAMAERE TEHSDKERISHA2S6(E, HA, “D:\java-sdk.zip” JISDKEAIA
M IFMERFFNISDKE S, SIRIBLIrERIEK .

certutil -hashfile D:|java-sdk.zip SHA256
aHITERTA, WNTRAR:

SHA256 RY D:\java-sdk.zip I&%5:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile 55 R INTER o
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

XIELEr T2 SDKERISHA256/EF N FERAPIIMIES SODKERISHA256{E . TNR—E, N
FR FEHIEAFEERINES.

FRIESSDKE

SHA256{&

Java

becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187¢c5
ae40543b36b

Go

bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

Python

c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d

C#

a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript

53261387f5fcf46e61d0bef5e890bea97952717f327¢356412c312
8389e848d6

PHP

29bf711144e77ad4adaeal1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b

C++

f604c6386¢c62cccb7c358007778037d5b15480987dc2860eef1b7
bad37cb21d7

7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android

89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739c8

-

¥REX “ApiGateway-java-sdk.zip” 486, BEEEREENT:

EFR 1588
libs\ SDK{KFfiZE

libs\java-sdk-core-x.x.xjar | SDKE

MA4RRAS 01 (2023-03-30)
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DataArts Studio
SDK &&

3 HiEARSS SDK &%

2R

ol

src\com\apig\sdk\demo
\Main.java

src\com\apig\sdk\demo
\OkHttpDemo.java

src\com\apig\sdk\demo
\LargeFileUploadDemo.jav
a

src\com\apig\sdk\demo
\WebSocketDemo.java

{EASDKERIBRIAEULEI

.classpath

.project

JavaTi2Ec &4

WNRERAmavent@i®E, SDKEH “java-sdk-core-x.x.xjar” BImaventZEititf
https://mirrors.huaweicloud.com/repository/maven/huaweicloudsdk/, Ec&
maveniBAYF5ERI 2 Il https://bbs.huaweicloud.com/forum/forum.php?

mod=viewthread&tid=1779,

BNA\java-sdk-corefkEfifdmavenEL BN :

<dependency>

<groupld>com.huawei.apigateway</groupld>
<artifactld>java-sdk-core</artifactld>

<version>3.2.3</version>
</dependency>

81 FJFFEclipse, TEEEF=1%IE “File > Import” ,

s “Import” IHBIE,

2 %#F “General > Existing Projects into Workspace”

384 “Import Projects” SHFEAE,

, B “Next” o

SASRRAS 01 (2023-03-30) WRIERE © ARITERARERAF
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DataArts Studio

SDK &% 3 #iEARSS SDK &%
3-4 Import
2 import =
Select “\
-
Create new projects from an archive file or directory. H

Select an import source:

type filter text

4 (= General o
L Archive File
|[E3 Existing Projects into Workspace
[, File System
] Preferences

> = Git

> = Gradle

- = -

|

m

® = Back Mext = Finish

H$I]3 BE “Browse” , EHRHARNEEFILERIESAISDKIER

STRGHRA 01 (2023-03-30) RS © ERRTBRABIRAD 16



DataArts Studio
SDK &# 3 #iEIRSS SDK &%

3-5 %% demo TH2

S Import E=8 ol =
Import Projects E_f
Select a directory to search for existing Eclipse projects. 4
@ Select root directory: | DtYjava©\ApiGateway-java-sdk- - Browse... l
() Select archive file: Browse...
Projects:
java-sdk-demo (D¥\java\ApiGateway-java-sdhk- I Select All

Deselect All

Refresh

i

Options
[[] Search for nested projects
[C] Copy projects into workspace
[[|Hide projects that already exist in the workspace
Working sets
[[] Add project to working sets

Select...

?\ Mext = Finish ] ’ Cancel

T4 B “Finish” , BERTESA,
BRETIEEREEINT:

STRERA 01 (2023-03-30) RIS © EARTBRABIRAR 17



DataArts Studio
SDK &# 3 #iEIRSS SDK &%

3-6 SATERIEHREN
5 Project Explorer S Y § = O
v g+ > java-sdk-demo (in ApiGateway-java-sdk-3.1.2)
=\ JRE System Library [jre]
v B > src

v i = com.apig.sdk.demo

% LargeFileUploadDemo.java
[ Main.java
[ OkHttpDemo.java
[} WebSocketDemo.java
=\ Referenced Libraries
v & = libs
=: commons-codec-1.11.jar

=: commons-logging-1.2.jar
=: httpclient-4.5.14.jar

=: httpcore-4.4.14.jar

=: java-sdk-core-3.2.3.jar

=: logback-classic-1.2.11.jar
=: logback-core-1.2.11.jar
=: okhttp-3.14.9.jar

=: okio-1.17.2.jar

= slf4j-api-1.7.36.jar

5 changelog

“Mainjava” JARGIXE, BRIBIFERENSHEER . BEAERBIESEE
FAAPITRfBY

R
R T2

11 FTHEclipse, TESEILEIR “File > New > Java Project”
o “New Java Project” XHEIE .

$E,2 BENX “Project name” , LA “java-sdk-demo” Jfil, HbSEHIRIFEOA, BE
“Finish” ,

STRERA 01 (2023-03-30) IR © ERRBRABRAT 18



DataArts Studio
SDK &# 3 #iEIRSS SDK &%

3-7 #ETAE
&= New Java Project = I@

Create a Java Project —
Create a Java project in the workspace or in an external location.

Project name: java-sdk-demo

Use default location

ChlUsersiwx32902 M\ workspaceljava-sdk-demo Browse...
JRE
@ Use an execution enviranment JRE: JavaSE-1.8 -
i7) Use a project specific JRE: jrel.8.0 191
(71 Use default JRE {currently jrel.8.0 191" Configure JREs...

Project layout

71 Use project folder as root for sources and class files

@ Create separate folders for sources and class files  Configure default...

Working sets
[[] Add project to working sets

Select...

@' = Back [ Mext = ] [ Finish l ’ Cancel

FI8E3 S AAPI Gateway Java SDKAY “jar” X4,

1. &R “java-sdk-demo” , BAFEREIRAE, %R “Build Path > Add External
Archives” ,

STRERA 01 (2023-03-30) IR © ERRBRABRAT 19



DataArts Studio
SDK &&

3 HiEARSS SDK &%

3-8 2\ jar X4k

a | java=dl-d

[E g Mew
s m ) Go Into
Open in New Window
Open Type Hierarchy

Show In

& Copy

B2 Copy Qualified Name
[} Paste

¥ Delete

Remove from Context
Build Path 1
Source

Refactor

g Import...

S

g Export.

5  Refresh

2. J&$ESDKA “\libs”

3-9 I%$F jar X%

commons-codec-1.11.jar
commons-logging-1.2.jar
httpclient-4.5.14.jar
httpcore-4.4.14.jar
java-sdk-core-3.2.3.jar
logback-classic-1.2.11 jar
logback-core-1.2.11.jar
okhttp-3.14.9.jar
okio-1.17.2.jar
slf4j-api-1.7.36.jar

A #hiE “Package” K “Main” {4,

2022/9/2 17:54
2023/6/13 12:17
2023/4/19 21:26
2023/4/19 21:26
2021/3/1 12:10
2021/3/1 12:10
2022/7/30 9:51

F4
Alt+Shift+W »

Ctrl+C

Cirl+V
Delete

Cirl+Alt+Shift+ Down

3
Alt+Shift+5 »
Alt+Shift+T »

% % &

Link Source...

MNew Source Folder...

Use as Source Folder

2

Add External Archives..

i

5 | g

Add Libraries...

Configure Build Path...

2021/3/1 12:10 WIinRAR ar
2021/3/1 12:10 WIinRAR ar
2023/5/12 12:02 WinRAR ar

1. & “src” , BEEFAREE, &F “New > Package”

3-10 $h#E Package
4 [ java-sdk-demo

WiInRAR archive
WiInRAR archive
WinRAR archive
WiInRAR archive
WiInRAR archive
WiInRAR archive
WiInRAR archive

BRTHRBIL “jar” SR, BE T

328 KB
61 KB
768 KB
321 KB
31 KB
227 KB
439 KB
421 KB
90 KB
41 KB

chive
chive

chive

= s
ST 1
4 m) R Open in New Window
> fong Open Type Hierarchy
> e Show In
kd |E|:
- o =] Copy
B Conv Qualified Name

-

F4
Alt+Shift+W »

Ctrl+C

2. 7 “Name” #ig\ “com.apig.sdk.demo” ,

2% Java Project
™ Project.

2
& Class
& Interface

& Enum

SASRRZS 01 (2023-03-30)
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DataArts Studio

SDK &% 3 #UEMRSS SDK &%
3-11 i & Package HIZR
& Mew Java Package = @
Java Package
Create a new Java package.
Creates folders corresponding to packages.
Source folder: java-sdk-demojfsrc
Mame: com.apig.sdk.demo
[| Create package-infojava
?\' Einish l ’ Cancel
3. B “Finish” ,
5ThY “Package” RIBUEE .
4. % “com.apig.sdk.demo” , BEEIRGAE, &R “New > Class” .
3-12 F# Class
4 [ java-sdk-demo
4 (B src
- {JEEE 1 b | 2% Java Project
4 @) Refe Open in New Window v | R
¢ lom g Open Type Hierarchy F4 |§ Package
» B89 Showln Alt+Shift+ W » 9
T
. .;:'. HIE Copy Ctrl+C |
» jmy i B=| Copy Qualified Name G Enum .
. ma i [ Paste Ctrl+V 2 |LEE e
5. 1 “Name” i\ “Main” , @ik “public static void main(String[]
args)” .
M H%kRAS 01 (2023-03-30) WA © EARTERABIRAE 21



3 HiEIRSS SDK &%

DataArts Studio

SDK &%

3-13 18 & Class RIACE
Lo ]

= New Java Class

Java Class
Create a new Java class.
Source folder: Java-sdk-demo/src
com.apig.sdk.demo
Browse...

Package:

[[]Enclosing type:

(") package private protected

Modifiers: @ public
[] abstract [ final static
Superclass: java.lang.Object
Interfaces: Add..
Eemove
Which method stubs would you like to create?
| [lipublic static void main(String[] args);
[T Constructors from superclass
[¥] Inherited abstract methods
Do you want to add comments? (Configure templates and default value here
Dﬁenerate comments
Cancel

Finish | |

@.
6. B “Finish” .
SRk “Main” SHRIBIEE,
'S THIECEE, REREFREEUT.

WRIERE © LEARITERARERAF
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SDK &# 3 #iEIRSS SDK &%

3-14 FEE TI2RIE REHE
v 2 java-sdk-demo
=\ JRE System Library [JavaSE-1.8]
v (2 src
~ # com.apig.sdk.demo
U] Main.java

v B\ Referenced Libraries

@ commons-codec-1.11.jar - P\0O1.Code)
@ commons-logging-1.2.jar - D:\01.Code’
wa httpclient-4.5.14.jar - D:\01|Code\dayu
e httpcore-4.4.14.jar - D\0O1.Jode\dayu-
eo java-sdk-core-3.2.3.jar - D[

1.Code\da
m logback-classic-1.2.11.jar - P:\01.Code)

= logback-core-1.2.11.jar - D:\01.Code\d

ws okhttp-3.14.9.jar - D:\01.Code\dayu-co
e okio-1.17.2.jar - D:\01.Codef\dayu-comi

w s|fdj-api-1.7.36.jar - D:\01.Cpde\dayu-c

“Mainjava” TiEE#EER, BRIELRMERSEEBAPIRGIBAFRE.

- 4ET
VA API <81
mAg

o REETRAMIIIERTBAIAPI

o BEEEHIERSBIEFIEBETUEMNAHR —TAP, SIERAGAPINSERIES N ( BUERE
fri(y(DataArts Studio) FIF3ERI )

o REAPIIEIRAITHEAIHTTPIRSS, LthEimREI— “200” IWRASR “Congratulations,
sdk demo is running” JEEF,

FI¥1 £ “Mainjava” FIIANLATSIA.

import com.cloud.apigateway.sdk.utils.Client;

import com.cloud.apigateway.sdk.utils.Request;

import org.apache.http.Header;

import org.apache.http.HttpEntity;

import org.apache.http.HttpResponse;

import org.apache.http.client. methods.HttpRequestBase;
import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.impl.client.HttpClients;

import org.apache.http.util.EntityUtils;

H£82 tliErequest, BEFHFEMIUM TS,

o AppKey: BIINIERIAESIREL . INERRIakFskiRIRID AP al & B S FEED
BRANZENE, BNERENHNENRLTEPENFN, ERINEE,
FZE, PrPINFEZEFRIRE.
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DataArts Studio

SDK &%

3 HiEIRSS SDK &%

e AppSecret: BITINERTERIREN . IAERRakFIskiBgmA3EIMAS ek & BA S f= ik
HERANZEXG, BNFEEENHNENRTEFENGFN, ERIEE,
REE, ARPINMREZEHIRE.

J Method: IBRATTIES . IRIBAPISEIRERIES, REMCISEER “POST” fEHtE
Bl

o url: BERAurl, FBEQueryStringMfragmentiBss . a2 &0 1BERAPIFRER
DEGERIRE SIS . REIRIBEER “http://c967a237-
cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com/java-sdk”
YESIERY

e queryString: urlEEESERIERS , RIBAPISCIRERIES . IFHIFRFE[0-9a-
ZA-Z.[;[I\-=~#%"&_+: "] . ~HULEIER “name=value” {EJIHEHI,

e header: FKAYSLIS . RIBAPIZIRERIES, AFHPXATRIZ ., R~EMLIEE
FB “Content-Type:text/plain” {EJ9#£61,

e body: {BEKRHIIEN . IRIBAPIELPRIERIES, ~EUCIBER “demo” {EREER,
HEEMABEN T :

Request request = new Request();
try
{
/1 INIEFBRJakFOskERERADEM LR R AR E AR AR E X, ENEREXHRENNETEH
BNE, ERES, RIRLE;
] B BIAak IskiRFEMR R E PRI BHIGUEAF, ETARGIRIEEEAIRERIR SR
ESDK_AKFISDK_SK.,
String ak = System.getenv("SDK_AK");
String sk = System.getenv("SDK_SK");

request.setKey (ak);
request.setSecret(sk);

request.setMethod ("POST");
request.setUrl("http://c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com/
java-sdk");
[/urlitB it FEBIFEAPI S 4ERT1SE!
request.addQueryStringParam("name", "value");
request.addHeader("Content-Type", "text/plain");
//request.addHeader("x-stage", "publish_env_name"); //A0RAPI& R ZIJERELEASEIREE, EEEMNE
EXHIREZFR
request.setBody("demo");
} catch (Exception e)
{
e.printStackTrace();
return;

}
SHERHITEZ . FhiZx-Authorizationsk . I5{TAPIFITENLEER
BRI T :

CloseableHttpClient client = null;

try

{
HttpRequestBase signedRequest = Client.sign(request);
Header[] authorization = signedRequest.getHeaders("Authorization");
signedRequest.addHeader ("x-Authorization",authorization[0].getValue());

client = HttpClients.custom().build();
HttpResponse response = client.execute(signedRequest);
System.out.println(response.getStatusLine().toString());
Header[] resHeaders = response.getAllHeaders();
for (Header h : resHeaders)
{

System.out.printin(h.getName() + ":" + h.getValue());
}

MA4RRAS 01 (2023-03-30)
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HttpEntity resEntity = response.getEntity();
if (resEntity != null)

System.out.println(System.getProperty("line.separator") + EntityUtils.toString(resEntity, "UTF-8"));
}

} catch (Exception e)

{
e.printStackTrace();

} finally

{
try

if (client !'= null)

{

}
} catch (IOException e)

{
}
}
$£B4 EIR “Mainjava” , BERRGEE, % “Run As > Java Application” , =172
MRS .

client.close();

e.printStackTrace();

3-15 iz17 TIENA AT

v 4 > java-sdk-demo package name of the demo
= JRE System Library 2 package com.apig.sdk.demo;
N ijsmzum,aplg,;dk,demo +import com.cloud.apigateway.sdk.utils.Client;

% LargefileUploadDemo java public class Main {
& Main.jaua
% OkHt New ’ lic static void main(String[] args) {
5 WebS  Open £ Create a new request

B Referencec  Open With N Zequest request = new Request();

+ > libs Open Type Hierarchy 70 bitd

+ changelog  ghowin Alt+Shift+W > L A-5:¢ FRETHER, #H £

Show in Local Terminal > ARG 15 3 BHUAWEICLOUL UD_SDK_SK

. culec String ak getenv(“"HUAWEICLOUD_SDK_AK™) ;
may ik string sk = System.getenv("HUAKEICLOUD_SDK_SK");
Copy Qualified Name e
T Paste Curlsv request.setKey(ak);
R Delete Delete request. setSecret(sk);
Build Path >
eI request. setMethod("POST");
feli Alt+Shift+S request. setUrl(*http://cO67a237-cdbc-470e-006f - a8655461897¢ . apigw. cn-north-1.huaweicloud. con{apig-endpoint} serviceEndpoint/java-sdk™) ;
Refactor Al ShiftaT> bALTE IR APT A 48 B 5
Ecd) request.addQueryStringParam(” “value");
= request.addHeader ("Content-Type”, “text/plain®);
port.. ¢ . < . R . 5. EERNAE 5
request.addHeader("x-stage”, blish_env_name™); 1RAPT AT FIIERELEASEFF IR, BB B8 EXMIHET
References > request. setBody (“demo");
Declarations 5 |} cateh (Exception e)
{
ICSLTR D e.printStackTrace();
Refresh s retuen;
Assign Working Sets.
Q. Coverage A > .. . . -
© RunAs 5] 1 Runon Server Alt+Shift =X, R
T Debug As 7| =_2Java Application Alteshift+X,
e Profic s > Run Configurations.. lient. sign(request);
Restore from Local History. [~ Teauer[J-mutnorT7ETTON-=—sTgNEnREduest . getheaders (" Authorization”) ;
b ET > signedRequest.addHeader("x-Authorization”, authorization[0].getValue());
Team > ‘
) ) Send the request
EEn e client = HttpClients.custom().build();
Replace With > HttpResponse response = client.executa(signadiequest);
Configure >
2 Validate print the status line of the response.
Propertics [tz System.out.println(response. getStatusLine(). toString());

$EE5 7 “Console” &, BEIEITER.
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3 HiEARSS SDK &%

3.4.3 Go
Biria=

HURSRM

3-16 EARBKINERIREEE

'*| Problems |5\ Declaration B Conscle 2

=terminated= Main [Java Application] C:\Program Files\Javaijrel.8.0_191\bin\javaw.exe

HTTP/1.1

Date:Tue, 19 Mar 2019 @8:38:28 GMT
Content-Type:application/json
Transfer-Encoding:chunked
Connection:keep-alive

Server:api-gateway
X-Request-Id:844732a996756668d8d312ea362c9ea4)]
Access-Control-Allow-Origin:®

knngratulatians, sdk demo is runningl

-

(EFAGOIESEHAPPINIERIAPIRY, SFEESIRENSDK, AEHETRE, xESEFH
API7=GIEFBAPI

A UIntelli) IDEA 2018.3. 5 RAFEIN4E

o EIRENAPIRYIEZ . ID. iBKurl. 153K7Gi%. AppKeyFlAppSecretFEE, BES
DOINIERES o

o FRENHZLZEGoLER, MRKLE, BEGOEH ML T,

o IREWFZEIntell) IDEA, WIRKRLEE, 5= Intelli) IDEAEL ML TE .

o EfEintelli) IDEAFRZIEGOIEHM, MRKLE, BIREE3-17TREE.
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& 3-17 L% Go fff4

Settings B
Plugins Marketplace 2 Installed Updates (0) o ] Reset
Appearance & Behavior 3
Keymap
. Search Results (191)
Editor
B - - Go Template
Version Control I Languages HE Languages

Euild, Execution, Deployment

This "‘|LICJII" extends Intelli) Support for Go template
Languages & Frameworks h Go-specific
tance and tool

s 019 L78L2K 4.

GoToTabs Go To Project
Navigation Navigation
The plugin adds menu actions Enables opening project
allowing you to go to a
specific tab. You can of. -
75
C+—H 08 2015 +7.3K &5
2] Cancel Apply

¥REX SDK
T EFDataArts StudioizFl&
SR BE “HERST &R,
SE3 PEAMFRSE “H=hR> SDK” 5% “&=hR > SDK” ,
£I4 BESDKEASISXIFEXRIESHISDK, THSDKEEIAM

5 Lﬁ'SDK@?E%IE&LO WindowsB{ERF T, FTHAR AR FFE, WA TED
TZISﬂBEEJZE-Fi‘ZSDK@,E’JSHAZ%E, Hrh, “D:\java-sdk.zip” JASDKEHIZA
fli’,T_ EEEFISDKEL S, BIRIESLIRERIEN .

certutil -hashfile D:|java-sdk.zip SHA256

mSHITERTB, WTFFR:

SHA256 RY D:\java-sdk.zip I8%s:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile a5$ RIhTER o
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

XTELER & SDKERISHA256EF ] FERPITRIESSDKEHISHA256(E . TNER—E, NI

TR FEIEAFEENNES

FAEESSDKE | SHA256{8

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187¢c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d
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AEIESSDKE | SHA256{8

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327¢356412c312
8389e848d6

PHP 29bf711144e77ad4adaea1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b

C++ f604c6386¢c62cccb7c358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739c8

-85
FREX “ApiGateway-go-sdk.zip” [E4E6, MEEEBREMNT:

B i8R

core\escape.go SDK{LHS

core\signer.go

demo.go RIS

R T

181 1 TFFIntelli) IDEA,

RS2 “File > New > Project” ,

58 “New Project” STIEIE, &R “Go” , B&E “Next” .

MA4RRAS 01 (2023-03-30)
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3-18 New Project
MNew Praoject @
= Java =No SDK = e

Java Enterprise

.'. JBoss

ri J2mE

B Clouds
Spring

= Java FX

Android
Intelli) Platform Plugin

© Spring Initializr
Maven

Gradle

& Groovy
Grails

Application Forge

¢ Go Modules (vga)

[+] Index entire GOPATH 7

Additional Libraries and Frameworks:

[ 0 SQL Support

Default Dialect:

I Cancel Help

$B|2 BE .7, ERBANHEERIEEMREFRISDKERE, BdE “Finish” .
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3-19 iEEARE/GHY SDK B8
Mew Project @

Project name: |g::|| |

Project location: | Di\java\go

b More Settings

Previous Cancel Help
£33 T TiRCERE, BREWNT.

3-20 FETERIEREN

go D\javalgo

b Jidea
v ApiGateway-go-sdk-

v core
o escape.go
“ signer.go
> go
b licenses

* demo.go

mgo.iml
“demo.go” JRBIES, BIRIEEIRERMENSEHEER . BN ABIRBEIESERE
FAAPIRAI.

.

AR AP1 7~f5
1 EIfEP5|Asdk (signer.go)

import "apig-sdk/go/core"
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T2 ER— 1 EESigner, AAppKeyFlAppSecret,

[ INERRakFIskiEmiBEIB P E N FREAEREANZENG, BNERENHERETELENF
], (ERNES, MREes;

/] BB akFIskiREEREZEHRELMBMNIGENG, BT AR FHEALAEABNEHIRBNETE
SDK_AK#OSDK_SK,

ak = o0s.Getenv("SDK_AK");

sk = os.Getenv("SDK_SK");

s := core.Signer{
Key: ak,
Secret: sk,

}

E R — 1 #FTHIRequest, IBEHE . HiEE. iBKurl. queryflbody,

r, _ = http.NewRequest("POST", "http:/c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-
north-1.huaweicloud.com/api?a=1&b=2",
ioutil. NopCloser(bytes.NewBuffer([]byte("foo=bar"))))

BiERiRNNheadersk, RBRNERSHEE. WBFE, FIFEEZAVELE,

r.Header.Add("x-stage", "RELEASE")
r.HeaderAdd("name","value")

HITER, TR ESEEKRPHRINATFERAIX-Sdk-DateskF1Authorizationk .

SRIE RiEKAI0x-Authorizationsk, {E5AuthorizationsL48[E

s.Sign(r)
authorization := rHeader.Get("Authorization")
r.Header.Add("x-Authorization", authorization)

BIEAPI, BEIBEER,
resp, err := http.DefaultClient.Do(r)
body, err := ioutil.ReadAll(resp.Body)

R

3.4.4 Python

BFn=

i35 780

{ERPythoniESIEFHAPPINIERIAPIRY, BEESIRENSDK, AEHETE, RES%E
A FBAPIRBIERAPI,

ARETFLLIntelli) IDEA 2018.3 5kRAFFINEE

o CIREVAPIRYIEZ . i5Rurl. 1EXKFGi%. AppKeyFlAppSecretFHE8, BAS A
IFRNERS -

o FRENFLEEPythonZZEE (EI{FEM2.7.9+8¢3.X ) , WRKZE, iBEEPythonES
TERETH
PythonZ3E5TRkfE, TS iTHFERpipREE “requests” .

pip install requests

AR
NRpipZicrequestsiBENEREIR, 15 FEFEMAPythonTILIHE, Fpip, AEH
WITUA Ea &

o FREWFHZZEIntelli) IDEA, WNRKZE, i5ZIntelli) IDEAEB ML T
o BfEIntelli) IDEARRZEEPythontfift, TNRKZEE, BIXRE3-21FIREE,
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DataArts Studio

SDK &% 3 #YEIRSS SDK &%
3-21 %% Python &4
Settings @
Plugins 2 Installed Updates -
Appearance & Behavior -
Keymap - 3 -
Editor Search Results (41)
BEED e Mictopythan
Version Control Languages Framework integration
Build, Execution, Deployment
Languages & Frameworks
Tools
Live Coding in Python python-typing-adder
Code tools Code tools
0 Cancel
¥RHN SDK
FIE1 R DataArts StudiolzFE
£E2 BE “HUERST &R,
|3 PHEAMNE “H=ZhR> SDK” 5% “E=hR > SDK” ,
£I4 BESDKEASISXIFEXNIESAISDK, THSDKEEIAIM
SRS HHTSDKETEMRIL . WindowsIEERE T, FTHARMARRTFAFE, WA s

<, FEAMER S TESDKERISHA256(H, HAf,

“D:\java-sdk.zip” JASDKERIA

b fFIERZFISDKE S , IBHRIESEFREIRIZS

certutil -hashfile D:|java-sdk.zip SHA256
B HUTESR G, WTAR:

SHA256 RY D:\java-sdk.zip la%s:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile 55 BINTR
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

XTEEFR 2 SDKEAISHA256{EF] FERFITAIE S SDKERISHA256{8 . ANE—E, T
FR FEEREAFEENNES

FAEESSDKE | SHA256{8

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6eal187¢c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d
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AEIESSDKE | SHA256{8

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327¢356412c312
8389e848d6

PHP 29bf711144e77a4adaeal257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b

C++ f604c6386¢c62cccb7c358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739c8

----£55R
SREX “ ApiGateway-python-sdk.zip” [£456, REEEREMUT:

2R 5iRH

apig_sdk\__init__.py SDK{tHES

apig_sdk\signer.py

main.py ~HIHS

backend_signature.py ISl =N A E!

licenses\license-requests FE=FElicenseX {4

METTE

£I81 FTFFIDEA, i%EIRSEE “File > New > Project” o
58 “New Project” XHiEHE, ©E#E “Python” , B “Next” .
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SDK &% 3 #ERRSS SDK &&

3-22 New Project

MNew Project

- =

Maven Project SDK: | & Python 3.7.2 (D87 \python.exe) v || New..
Gradle Additional Libraries and Frameworks:
& Groovy CJE7 Diange
Grails O Google App Engine (Python)
Application Forge [ z5. QL Support
© Go
“ Go Modules (vga)
?-3 Dep
‘s App Engine
Static Web
E Flash Template language:
Templates folder: templates
Application name:
K Kotlin PP
Enable Django admin
& Empty Project 2

S22 BRBE “Next” , BHLITXHEE. BE .7 , ERBIXNIEERIEEREER

SDKE&{Z, B& “Finish”

3-23 IERFEE/EHY SDK B82

Mew Praoject

Project name: | py‘thonl |

Project location: | D:\java\python

» Maore Settings

Previous

Cancel Help
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S|R3 ERITiRCIEE, BREWUT.

3-24 FHETIENE R

v python
b Jidea
v ApiGateway-python-sdk-
v apig_sdk
_init__.py
signer.py
» licenses
main.py

test_signer.py
m Python.iml

“maigljpy” ATBIRES, BRIELIRERIENSHIEER . BMUBRIBESEER
API7=A1

.

AR API 7=f1
TB1 TIEY5| Napig_sdk,

from apig_sdk import signer
import requests
import os

$£I2 Epi— 1 N#FhYSigner, IEENAppKeyFlAppSecret,

# INEFRRYakFIskiERBEMCISP S BB F B RANZENKGE, BNERENHHENRETETENF
], (ERINER, MREes;

# RRBILAakFIsKIRFERMRZE PRI SMDIVERY, BITARABIEAEAFEFRERETS
SDK_AK#FASDK_SK,

ak = os.environ("SDK_AK");

sk = os.environ("SDK_SK");

sig = signer.Signer()
sig.Key = ak
sig.Secret = sk

E3 Ap{— M RequestidR, IEESER. BKuri. headerfIbody,
r = signer.HttpRequest("POST",
"https://c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com/app1?
a=1",
{"x-stage": "RELEASE", "name": "value"},
"body")

FTEA HITELR, THRHESTEERSHPIRINATFERZAIK-Sdk-DateskF1Authorization
3L, REIEKFNX-Authorizationsk, {E5AuthorizationsLi8E .
sig.Sign(r)
r.headers["x-Authorization"] = r.headers["Authorization"]
LIRS HIEAPI, BERFIHIER,
resp = requests.request(r.method, rscheme + "://" + rhost + r.uri, headers=r.headers, data=r.body)

print(resp.status_code, resp.reason)
print(resp.content)

s

M H%kRAS 01 (2023-03-30) WA © EARTERABIRAE 35



DataArts Studio

SDK &% 3 HEIRSS SDK &%
345 C#
LEI S iy
ERCHESEREAPPINIERIAPIRT, BEEIRENSDK, AEFIFSDKEHRITIENX
%, BRERSZAPIERRGIERBAPI,
EEINR
o CIRENAPIRIIER . iBRurl. iBKFGi%. AppKeyFlAppSecretFHEE, BAFSIIA
IFETEESR o
o FRENFHZAEVisual Studio, tNERFKZEE, BEZEVisual StudioB 5 Mt T .
$%HY SDK
EIE1 EFDataArts StudioizHlE .
2 B “HIERS T iR,
T3 PHAMZESR “H=hRk> SDK” o “E=HiR > SDK”
A PASDKFEHS|ISXIFEITMIESAISDK, TEHSDKEEIAIM,
SIS HITSDKETEMRIE . WindowsE{ERA T, ARG SIRRGIE, MAU TG

<, EAMERME TESDKEAISHA256(E, EHF, “D:\java-sdk.zip” JISDKEHIA
HFHEREFNISDKE S, BIRIBLIRIERIEX .

certutil -hashfile D:|java-sdk.zip SHA256
B HUTESRG, WTAR:

SHA256 RY D:\java-sdk.zip I8%5:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile a5 RINTER o
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

XIELEr T2 SDKERISHA256/EF N FERAPXIMIES SDKERISHA256{E ., TNR—E, N
FRFHIEAFEERINES.

FEIESSDKE | SHA256(H

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327¢c356412¢c312
8389e848d6

PHP 29bf711144e77ad4adaea1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b
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AEIESSDKE | SHA256{H

C++ f604c6386¢c62cccb7c358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739¢c8

-t

5%HY “ ApiGateway-csharp-sdk.zip” E4E8, RIEFEEFREWWT:

B 5ER
apigateway-signature SDK{tHES

\Signer.cs

apigateway-signature

\HttpEncoder.cs

sdk-request\Program.cs B RAEKRREIE
backend-signature\ BinEanE Iz
csharp.sin TiEXH
licenses\license- FE=FElicenseX {4
referencesource

FIFIRE
WHESDKEAHRY “csharpsin” 2, FTHIE. TEPEEWT3MIAE:

e apigateway-signature: SCIIEZEXAIHLZE, vJHF Net Framework5.Net
CorelliH

e backend-signature: FiRIREZEZRA,

o sdk-request: EZEERVEARRA, BIRELIRERMENSEEER . BEA3
RS2 EERAAPIRA

A API <31
£ EIiRH5| Asdk.

using APIGATEWAY_SDK;

2 Hp—NEhYSigner, 1ENAppKeyFlAppSecret,

/1 INIEEFBRYakFskiBfmiB I Dok BN FEE A RANZENE, BNERENHHENETE
i, (EREE, BREE;

/] BBILAakFIskRFERBEZEPREMEMIVENG, BITARGBIELSEAKETRENETE
SDK_AK#F[SDK_SK,

string ak = System.Environment.GetEnvironmentVariable("SDK_AK");

AR
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string sk = System.Environment.GetEnvironmentVariable("SDK_SK");

Signer signer = new Signer();
signer.Key = ak;
signer.Secret = sk;

FEM— 1 HttpRequestXIR, FEEHTTIEZE . iBXKurlFllbody.

HttpRequest r = new HttpRequest("POST",

new Uri("https://c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com/
app1?query=value"));
rbody = "{\"a\":1}";

BiEKiANNheadersk, ABNEARSHEE. IBFTE, FIIFEEZAIE(IE,

rheaders.Add("x-stage", "RELEASE");
r.headers.Add("name","value");

BTRE, WITHRBSER— 1 FEIHttpWebRequest, HEBRESHPIRINATFE
ZB9X-Sdk-DatesLFNAuthorizationsk . AEERZIIx-Authorizationsk, B5
Authorization3Lt8E .

HttpWebRequest req = signer.Sign(r);
req.Headers.Add("x-Authorization", string.Join(", ", req.Headers.GetValues("x-Authorization"));

BIEAPI, BEIHEISER.

var writer = new StreamWriter(req.GetRequestStream());
writer.Write(r.body);

writer.Flush();

HttpWebResponse resp = (HttpWebResponse)req.GetResponse();
var reader = newStreamReader (resp.GetResponseStream());
Console.WriteLine(reader.ReadToEnd());

.

3.4.6 JavaScript

B

HERE

{ER)avaScriptiESiEAAPPINERIAPIRT, EELIKENSDK, ARHETE, &2
ZAPIERRGERAPI,

AETLAntelli) IDEA 2018.3.5hkA . B#ENode. j[sFFARIMEABINE

W

o CIREVAPIRYIEZ . i5Rurl. 1EXK7Gi%. AppKeyFlAppSecretFHE8, BAS A
IERTES .

o RENFHZENodejsZi=t, MRKLIE, 1BENodejsER ML T
NodejsZisfg, Ea<1TH, FAnpmZiE “moment” 1 “moment-timezone”
1R,

npm install moment --save
npm install moment-timezone --save

o JFRENFHZXEIntell) IDEA, WIRKZE, i5ZEIntelli) IDEAEB ML T
e EffIntell) IDEARZRZENodeSIREY, WRKXRE, BIZEE3-25TRTE,
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DataArts Studio

SDK &% 3 HiEARSS SDK &%
3-25 %24 NodeJS 15
Settings IE
Plugins 2 Installed Updates e ]
Appearance & Behavior Noders
Keymap _ 3'
Editor Search Results (6)
_ NodeJs Node.js Remote Interpreter
Version Control JavaScript Network
Build, Execution, Deployment dejs projects. Run and debug Node,js
Languages & Frameworks n ,JCdT a?jl-ica‘tic n II‘,jl‘T, ’Ernlc’.e )
Tools _:me | environm, ucLZ:jzcz.e:
1] 4
LiveEdit Beame Insta-ssl plugin
Web Network
With Live Edit you can see the Beame.io Jetbrains plugin
changes you made in your Beame-insta-ss| provides
HTML and CS5 files HTTPS tunnel for exposing
C+—H 07, 2018 +39M 174 C+h 15, 2017 +25K
(] Cancel
¥KEN SDK
1 ERDataArts StudioizHlE .
$|2 BE “HEIRSS” &R,
L;3 PEAMRE “H=hy> SDK” 3 “EZh > SDK” .
S£R]4 BESDKEAS ISXIHEMRIESHISOK, THSDKEEIAM.,
HIRS HITSDKEZEMRIL . WindowsIEEREE T, FTHARMAEIRTRAFE, WA Tas

4, EAMAERE FESDKEHISHA256(E, HA,
HERERIZFISDKE S, BIRIELIRERIEX

certutil -hashfile D:|java-sdk.zip SHA256

B LHITERTA, TR

SHA256 fY D:\java-sdk.zip I8%5:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile a5< RIhTER o
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

XIEEPR T ESDKERISHA256{EFN FRAPXINIESSDKEIAISHA256{E . WNR—EL, N
R NI REAFERSMER

“D:\java-sdk.zip” JISDKERIA

FAEESSDKE | SHA256{8

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187¢c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d
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AEIESSDKE | SHA256{H

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327¢356412¢c312
8389e848d6

PHP 29bf711144e77ad4adaeal1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b

C++ f604c6386c62cccb7¢358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739c8

-’

SXEY “ ApiGateway-javascript-sdk.zip” E486, RESEFREMNT:

js\moment.min.js

js\moment-timezone-
with-data.min.js

B 5iEA

signer.js SDK{tHES

node_demo.js Nodejs; <3

demo.html XSS~
demo_require.html NSRRI RBUCED ({FERBrequireiE; )
test.js M= Fa

js\hmac-sha256.js TS

licenses\license-crypto-js

licenses\license-moment

licenses\license-moment-
timezone

licenses\license-node

FE=Flicense3 {4
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BT
FB1 FJFFIntelli) IDEA, EIFZZE “File > New > Project” o
S8 “New Project” XHEHE, E#F “Static Web” , BT “Next” .

3-26 New Project
MNew Project @

El HTMLS Boilerplate

& React App
Foundation

& Groowvy
Grails

Application Forge
PP 9 [ Bootstrap

“ Go LA Angular)s
¥ Go Maodules (vgo) Y Angular CLI
F Dep &b React Native

‘s App Engine

(2 Nodejs and NPM
E Flash

. Web modules are used for developing Web applications using
‘ Kotlin technologies such as HTMLJCSS, JavaScript, PHP and so on. They do
not support developing Java applications.

& Python
= Empty Project 2
Il Cancel Help
$B|2 BE 7, ERBAHEERIEEMEESRISDKERER, 2 “Finish” .
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3-27 iE&IFMEERR SDK 1812
New Praject @

Project name: |JavaScript |

Project location: | Di\java'JavaScript

P More Settings

Previous Cancel Help
$I|3 eRIiEClEfE, BREWUT.

3-28 M TIERIE R
W JavaScript
> idea
v ApiGateway-javascript-sdl-2.0.0
> IE
> licenses
i dema.html
i demo_require.html
5= node_demojs
1 package-lockjsan
i signergs
5 testjs
mJavaScriptiml
Il External Libraries

Scratches and Consoles

e node_demo,js: NodejsRBIUES, BIRIBESLIRBENSHEER . BIFMUEIR
BRiESEEMAPI ( Node.js ) .

FU84 B “Edit Configurations” , 384 “Run/Debug Configurations” SHiEHE.
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DataArts Studio
SDK &&

3 HiEARSS SDK &%

3-29 Edit Configurations

Edit Configurations...

FH Save 'main’ Configuration

main
W5 BE ‘47, &EFE “Nodejs” o

3-30 i%&#F Node.js
Run/Debug Configurations

1] - = # w

Add Mew Configuration

- l_IIUU'i'J'

£ Gruntjs

i

¥ Gulpjs
| JAR Application
55 JavaScript Debug
ﬁ lest

Ab JUnit

i Jupyter Notebook
K Kotlin

K Kotlin script

D Lettuce

M Maven

@ Mocha

15} Modeunit

16 “JavaScript file” i%&#E “node_demo.js” , Bd “OK” , =ELE.

3-31 i#&4F node_demo.js

Run/Debug Configurations

+ — B F s Name: | node_demoijs
~ (2 Nodejs . . .
. Configuration Browser / Live Edit
Conquaion_
» @ python Node interpreter: Project node (D:\

> Templates
Node parameters:

==

[ share [ Allow parallel run

Working directory: Di\java\JavaScript\ApiGateway-javascript-sdk-2.0.0

JavaScript file: node_demajs

Application parameters:

Environment variables:

.
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iAFB API ( Node.js ) 7~f5l
$£B1 EIRESS5| Asignerjs,

var signer = require('./signer')
var http = require(‘http')

B2 ER— 1 ERSigner, IBA\AppKeyFAppSecret,

/1 INEEFBRYakFIskiEfmiB I D e & BN FEE AR ANZE XK, BNERENHHENETEFENF
1, ERNEE, BRLE;

/] BREILAaKFIskFFERBEZEFRRILMSMIIEG, BITAREFISSEAMRETRETNETSE
SDK_AK#FSDK_SK,

var ak = process.env.SDK_AK;

var sk = process.env.SDK_SK;

var sig = new signer.Signer();
sig.Key = ak;
sig.Secret = sk;

T3 ER—RequestXIR, 1EESER. BKurifllbody
var r = new signer.HttpRequest("POST", "c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-

north-1.huaweicloud.com/app1?a=1");
rbody ='{"a":1}

$R]A [iEKNNheadersk, RENERSHEIE. WEFE, FIIFEEZAIEIE .

r.headers = { "x-stage":"RELEASE", "name":"value"}

FE|ES HITEE, PUTHRMSERIERSE, ATEIEhttp(s)iEK, BRSEPRINT B
FEZRIX-Sdk-DateskFlAuthorizationsk . SAfFHIERSELHNMx-Authorizationsk,
{B5AuthorizationsLt8[E

var opt = sig.Sign(r)
opt.headers["x-Authorization"] = opt.headers["Authorization"]

6 HIEIAPI, BEFLIOER. MMEFERAhttpsihal, WYE “http.request” 25
“https.request” .

var req=http.request(opt, function(res){
console.log(res.statusCode)
res.on("data", function(chunk){
console.log(chunk.toString())
b
)
reg.on("error",function(err){
console.log(err.message)

)
req.write(r.body)
req.end()

TR
3.4.7 PHP

Brin=

{FHAPHPIESARAPPINIERIAPIRY, GEESIRENSDK, ARHETRE, RESER
FBAPIIRBIERAPI

A= Untelli) IDEA 2018.3.5 R A543

HERE

o EFREVAPIRYIEZ . iB3Kkurl. 1B3K57%. AppKeyFlAppSecretFEE, BAS A
IR .
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SDK &&
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¥REX SDK
gz
SB
S£IR3
L4
IR

N

o IRENHZZEIntelli) IDEA, INRFKZE, iB5EIntelli) IDEAES ML TE .
o FREHZEPHPLRER, NBEKRZLTE, BEPHPES THIRE Mo

o BPHPZLERZRHHY “php.ini-production” XHEHIF “C\windows” , HK&ZH
“php.ini” , FHEXHFFREINNMTHS.

extension_dir = "phpZZBEF/ext"
extension=openssl

extension=curl

o Effintelli) IDEAFRZEEPHPIEM, SIRARZE, BIRRE3-32FR%E.

3-32 22 PHP f14

Settings =)
Q- Plugins Marketplace Installed Updates e
Appearance & Behavior
PP affe ] 2
Keymap
. Search Results (129)
Editor
Version Control =

Languages Framework integration

Build, Execution, Deployment

Languages & Frameworks

Tools .3
PHP Toolbox PHP composer.json support
Framework integration Code editing
PHP Toolbox GitHub | Jsen PHP composer,json support
Examples | Donate This plugin Donate using PayPal or
Bitcoin Th n adds auto
T3 ¢ 2019 + 3114K w3
P Carcel

ZEFDataArts StudioizHl& .

B “HIEIRS” ER,

BHMES “H=HR> SDK” 8 “EZ=hR > SDK” .

B SDKfERS | SXIHENNIESAISDK, TESDKEEIZAI

HITSDKBSTEMAREE . WindowsIEMERA T, ITAAMGSIRRGIE, BMAN TS
<, EARMARLE TESDKERISHA256(E, HA, “D:\java-sdk.zip” JISDKERIA
HERMEREIISDKE R, SRIELRERIES .

certutil -hashfile D:|java-sdk.zip SHA256
aSHUTERRG, WTAR:

SHA256 RY D:\java-sdk.zip la%s:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile S5 IR
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

XTELER T SDKEAISHA256{EF] FERFITAIES SDKERISHA256{8 ., AR —E, T
=R FHIREAFEEEXRINES.
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AEIESSDKE | SHA256{8

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327c356412¢c312
8389e848d6

PHP 29bf711144e77a4adaeal1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b

C++ f604c6386¢62cccb7c358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739¢8

.
$REX “ApiGateway-php-sdk.zip” [£4&6, MRESEHREENT:

2R 1488

signer.php SDK{tHE

index.php RIS

HETE

FIB1 FTFFIDEA, EIFZEE “File > New > Project” o
s “New Project” XHEHE, #&#FE “PHP” , B “Next” .
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3-33 New Project
New Project @

8 Groovy PHP Empty Project

Grails @ Composer Project

Application Forge
Y Go
“ Go Modules (vgo)
T Dep
s App Engine

Static Web
(2 Nodejs and NPM

E Flash

PHP
K Kotlin
7 Python

Create empty project for PHP

= Empty Project

Cancel Help

$W|2 BE .7, ERBANHEERIEEMBEEFRISDKERE, 2dE “Finish” .

3-34 &R fEEERY SDK &R
Mew Project @

Project name: | php

Project location: | D:\java\php |

b More Settings

Previous Cancel Help
£]3 TR IRRECIEE, BREWNT.
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3-35 FE TIERIEREN

v [Lphp
b idea
v ApiGateway-php-sdl-
o index.php
signer.php

php
m Php.iml
» External Libraries

Scratches and Consoles

“signer.php” AREIES, BIRELFERMENSHEER . BEAREIREIESERE
FAAPIZRA

R

iR API 7-f51
S/ {EREBFSI Asdk.

require 'signer.php';

L2 Epk— 1 HTRYSigner, 3EANAppKey#llAppSecret,

[/ INEFRIakFNskIEmADEI IS P B I R R A RARI L E XK, BINERENHHERREETENZ

==}

W, (ERIEE, BREE;

/] BrBILAakFIskiRFEREZEPREMEMIENG, BITARGBIELSEAKETRENETE
SDK_AK#OSDK_SK

$ak = getenv('SDK_AK');

$sk = getenv("SDK_SK");

$signer = new Signer();
$signer->Key = $ak;
$signer->Secret = $sk;

B3 E— 1 HF9Request, IBEIER . 1BKurlfbody.,

$req = new Request('GET', "https://c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-
north-1.huaweicloud.com/app1?a=1");
$req->body = ";

$R4A DiERIRNNheadersk, RBENERSHEIRE. IREFE, FNIFEZZAIEML
f# . HErphostaEIN, HBEEAurANERMENE, REMXEEI “host” 1ESIHEAI,

$req->headers = array(
'host' => 'c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com'

)i

5 HITEE, RITHRMEER— M scurl L X2, A HIEKIFMx-Authorization
3L, {E5AuthorizationsLtB[E,

$curl = $signer->Sign($req);
$req->headers['x-Authorization'] = $req->headers['Authorization'];
$header = array();
foreach ($req->headers as $key => $value) {
array_push($header, strtolower($key) . "' . trim($value));

curl_setopt($curl, CURLOPT_HTTPHEADER, $header);

£IR6 HEAPI, BEILUER.

$response = curl_exec($curl);
echo curl_getinfo($curl, CURLINFO_HTTP_CODE);
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echo $response;
curl_close($curl);
-
3.4.8 C++
BEn=
{EFAC++HESARAPPINIERIAPIRY, BFEESTIRENSDK, SEAPIERRGIERAPI.
EERE
1. CEIXEVAPIROE R . iBKurl, i5KFi%. AppKeyFlAppSecretZ 58, BEASIIA
IERES
2. Z%opensslE,
apt-get install libssl-dev
3. ZEcurllE,
apt-get install libcurl4-openssl-dev
¥XEY SDK
1 EFDataArts StudioizHla .
HE2 BE “HUERS IR,
I3 BHRAMSE “H=hRr> SDK” 3 “E=hk > SDK” .
£R4 PESDKEASISXIFEXIMIESAISDK, TESDKEEIAL,
LIRS HITSDKEZEMRIG . WindowsiBERFE T, ARG IERGIE, WA Tas

%, EAMERE TESDKERISHA256(E, HAh, “D:\java-sdk.zip” J9SDKEAIA
HIFERZFISDKE R, BIRIELPRIE RIS

certutil -hashfile D:|java-sdk.zip SHA256
aHITERTA, WNTRAR:

SHA256 fY D:\java-sdk.zip I8%5:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile a5< RINTER o
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

XTELER F & SDKERISHA256/EFN FERFITMIES SDKERISHA256{8 , TNER—E, NI
FR FHIREAEEEXRINES.

AEIESSDKE | SHA256{8

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d
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AEIESSDKE | SHA256{H

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327¢356412¢c312
8389e848d6

PHP 29bf711144e77ad4adaeal1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b

C++ f604c6386c62cccb7¢358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739c8

-

¥KEX “ApiGateway-cpp-sdk.zip” E4EE, EEREBEREEIUT:

ZFR il
hasher.cpp SDK{LAS
hasher.h

header.h

RequestParams.cpp

RequestParams.h

signer.cpp

signer.h

Makefile Makefile3Z{4
main.cpp ~ECES

BF API 7451

1 fEmain.cppFIIANLATEIA.

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.n"

T2 ER— N FRSSigner, IEAAppKeyFlAppSecret,

[/ INEFRIakilskIEmADEI IS P B I R R A R AR L E XK, BNERENHHERREETENZ
M, ERRE, BRRE;
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/] ARBILAaKFIsKIRFERBE L EFRILMSMHIIEG, ETARABISEEAMIRETRETNETSE
SDK_AK#FSDK_SK,

char* ak = getenv("SDK_AK");

char* sk = getenv("SDK_SK");

Signer signer(ak, sk);

B3 AE— 1 FAYRequestParams, IBESER. & . iB5Kuri. BiE=FfFEFbody.,

RequestParams* request = new RequestParams("POST", "c967a237-cd6c-470e-906f-
a8655461897e.apigw.cn-north-1.huaweicloud.com”, "/app1",
"Action=ListUsers&Version=2010-05-08", "demo");

$]4 5 ij(-,% #~ilheadersk, ABENERSHEE. WREFE, FIFEZIZAIEMML

request->addHeader("x-stage", "RELEASE");
request->addHeader("name","value");

IS HITER, HITLRHESIEEMRNEZ LI requestEET, SARAIERIRI0X-
Authorizationsk, {E5Authorization=tB[E .

signer.createSignature(request);
for (auto header : *request->getHeaders()) {
if( strcemp(header.getKey().data(), "Authorization") == 0){
request->addHeader("x-Authorization", header.getValue());

}
}
$IE6 (EMcUrEBIEAP, BEBDER.
static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)
{

size_t realsize = size * nmemb;
struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0O;

}

memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;
mem->memory[mem->size] = 0

return realsize;

}

//send http request using curl library
int perform_request(RequestParams* request)
{
CURL *curl;
CURLcode res;
struct MemoryStruct resp_header;
resp_header.memory = (char*)malloc(1);
resp_headersize = 0;
struct MemoryStruct resp_body;
resp_body.memory = (char*)malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, request->getMethod().c_str());

std::string url = "http://" + request->getHost() + request->getUri() + "?" + request->getQueryParams();

curl_easy_setopt(curl, CURLOPT_URL, url.c_str());

struct curl_slist *chunk = NULL;

std::set<Header>:iterator it;

for (auto header : *request->getHeaders()) {
std::string headerEntry = header.getKey() +

nweon

+ header.getValue();
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printf("%s\n", headerEntry.c_str());
chunk = curl_slist_append(chunk, headerEntry.c_str());

printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_COPYPOSTFIELDS, request->getPayload().c_str());
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {

fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));

else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);

}

free(resp_header.memory);

free(resp_body.memory);

curl_easy_cleanup(curl);

curl_global_cleanup();

return 0;
}
F,T izfTmakemSRiE, BEIAHITEmain, HiTmainXE, BEER,
.

349 C

1BEps
(FRGESRAPPINERIAPIRT, EBEHLIKENSDK, SEAPIERREIERBAPI,

i35 780

1. CIREVAPIRYIEZ . i&Rurl. &K%, AppKeyFlAppSecretFHE8, BEAS A
IEREERR -

2. Z%opensslE,
apt-get install libssl-dev

3. ZRxcurlE.

apt-get install libcurl4-openssl-dev

$KEX SDK
FIW1 EFRDataArts Studiolz=4lE
S22 BE “HEIRS” B
SI;3 BEAMZEE “HZhr> SDK” 5 “EZhR > SDK” &
R4 BESDKERSISXIFHEXMIESAISDK, TESDKEEIAI,
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LIRS HITSDKE R . WindowsEMERA T, FTARMASIRRFFE, WA D
%, EAMERE TEHSDKERISHA256(E, HAr, “D:\java-sdk.zip” J9SDKEAIA
HERMEREIISDKE R, SRIBELIRERES .

certutil -hashfile D:|java-sdk.zip SHA256

ap LHITERTA,

LIRS

SHA256 #Y D:\java-sdk.zip l&%5:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile s EINEMH -
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

XTEEER T SDKEAISHA256{EF] FERFITAIE S SDKERISHA256{8 . dNER—E, T
FR FHIEAFEEENINES.

AEHE=SDKE | SHA256{H

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327¢356412¢c312
8389e848d6

PHP 29bf711144e77ad4adaea1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b

C++ f604c6386¢62cccb7c358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012¢c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739c8

.
¥REX “ApiGateway-c-sdk.zip” E456, MREREBREGEWNT:

B izl

signer_common.c SDK{t3

signer_common.h

signer.c

signer.h
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oz

I3
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2R Lol
Makefile Makefile3Z{4
main.c LS

Emain.cHFIIANLL TS A,

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.h"

£ R— sig_params_tZEBIRNTE, EAAppKeyFlAppSecret,

sig_params_t params;
sig_params_init(&params);

[/ INEFRYakFskiEmiD IR P E BN FEHERANZENE, BNEREN HERETERENF
., ERRE, RIRRE;

/] RBILAakFIskERFERREZEFPREILMBEMINENG, BITARGBIESEAKEPRENETE
SDK_AK#FISDK_SK,

char* ak = getenv("SDK_AK");

char* sk = getenv("SDK_SK");

sig_str_t app_key = sig_str(ak);
sig_str_t app_secret = sig_str(sk);
params.key = app_key;
params.secret = app_secret;

IBERER. H&. iB5Ruri. EEFFEFbody,
sig_str_t host = sig_str(""c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com");
sig_str_t method = sig_str("GET");

sig_str_t uri = sig_str("/app1");

sig_str_t query_str = sig_str("a=1&b=2");

sig_str_t payload = sig_str("");

params.host = host;

params.method = method;

params.uri = uri;

params.query_str = query_sttr;

params.payload = payload;

ijzﬁ iNilheadersk, ABRANBEGRSHIUE. NREFZE, FINFTEZZMIEML

sig_headers_add(&params.headers, "x-stage", "RELEASE");
sig_headers_add(&params.headers, "name","value");

HITER, PITLRESEEMBIFZZLINArequestZEER . ARIIFKIFIX-
Authorizationsk, {E5Authorization3k#8E

sig_sign(&params);

char* authorization = sig_headers_get(&params.headers, "Authorization")->value.data;
sig_headers_add(&params.headers, "x-Authorization", authorization);

{ERcurlZEIBIAAPI, EFILITER

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)

{
size_t realsize = size * nmemb;
struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
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}

if (mem->memory == NULL) {
/* out of memory! */
printf("not enough memory (realloc returned NULL)\n");
return 0O;

}
memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;

mem->memory[mem->size] = 0;

return realsize;

//send http request using curl library
int perform_request(RequestParams* request)

{

CURL *curl;

CURLcode res;

struct MemoryStruct resp_header;
resp_header.memory = malloc(1);
resp_headersize = 0;

struct MemoryStruct resp_body;
resp_body.memory = malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, params.method.data);
char url[1024];

sig_snprintf(url, 1024, "http://%V%V?%V", &params.host, &params.uri, &params.query_str);

curl_easy_setopt(curl, CURLOPT_URL, url);

struct curl_slist *chunk = NULL;

for (inti =0; i < params.headers.len; i++) {
char header[1024];

sig_snprintf(header, 1024, "%V: %V", &params.headers.data[i]l.name, &params.headers.data[i].value);

printf("%s\n", header);

chunk = curl_slist_append(chunk, header);
}
printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_POSTFIELDS, params.payload.data);
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {

fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));

else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);

}

free(resp_header.memory);

free(resp_body.memory);

curl_easy_cleanup(curl);

curl_global_cleanup();
//free signature params

sig_params_free(&params);
return 0O;
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BT iziTmakedp$wiE, BRI Emain, HiTmainX{d, BEER,

3.4.10 Android
S s
{FFANdroidiE SEAMBAPPINERIAPIRY, IREBSHIRENSDK, REHETRR, RRSE
APIERREIEBAPI,
HERRIE
o CEIRENAPIAYIES . BEKurl. iB3K57E. AppKeyFlAppSecretFEE, BEsSIA
IFRIERS -
o FRENHZZEANdroid Studio, INERKZEE, iEZEAndroid StudioB5 ML TE .
$%HY SDK

$£I1 ZFDataArts StudiotzHlE

SE|2 PE “HUEIRS T ER,

$B3 PEAMERSR “HZ=hR> SDK” & “E=hR > SDK” ,

£IR4 PESDKEMSISXIFENIESAISDK, TESDKEEIAIM,

LIRS EESDK@;—E%&&B@O WindowsiZERF T, THAMGESIRREHE, WA TS
<, rmﬂziﬁzE'F:éjzsoK@E’\JSHAzsmﬁ, Hrh, “D:\java-sdk.zip” J9SDKERIA
HFRERIZANSDKE S, BHRIESEIRERES .

certutil -hashfile D:|java-sdk.zip SHA256

B LPUTERTA, WTFFR:

SHA256 g9 D:\java-sdk.zip la%s:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile &5< B{IN5ERK o
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

XTELER F & SDKERISHA256/EFN FERFITMIES SDKERISHA256{E . tNR—E, NI

FR FEIEAFEENNES

AEESSDKE | SHA256{8

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a
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AEIESSDKE | SHA256{8

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327¢c356412c312
8389e848d6

PHP 29bf711144e77ad4adaea1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b

C++ f604c6386¢62cccb7c358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739c8

-t

SXEY “ ApiGateway-android-sdk.zip” [E456, BESBREHWINT:

BR 15388

app\ TG
gradle\ gradlef8x314
build.gradle gradlefc B34

gradle.properties

settings.gradle

gradlew gradle wrapperif T4~

gradlew.bat

FIAILEE
#1 $JFFAndroid Studio, % “File > Open” ,
R A HEIE ISR R EFRISDKERR
|2 FATIRER, BREMUT,
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3-36 TIEE R

h app
b manifests
v java
hd com.testappsignature
£ MainActivity
> com.test.appsignature (androidTest)
» com.test.appsignature (test)
w res
> drawable
W layout
5 Activity_main.xml
» mipmap
3 values

w (# Gradle Scripts

# build.gradle (Project: android)

# build.gradle (Module: app)
gradle.properties (Global Properties)
gradle-wrapper.properties (Gradle Version)

= proguard-rules.pro (ProGuard
gradle.properties (Project Properties)

#) settings.gradle (Project Settings)

_

local properties (SO Location)
"'

AR API =451
1 FEAndroid TREHHY “app/libs” BFET, IMASDKErFEjar® . Edvjar8 v REiE:

e java-sdk-core-x.x.x.jar
e commons-logging-1.2.jar

e joda-time-2.9.9.jar
EI®2 £ “build.gradle” STHFANNokhttp EERMKES .

£ “build.gradle” 3Z{F4H) “dependencies” TN “implementation
'‘com.squareup.okhttp3:okhttp:3.11.0'”7 ,

dependencies {

implementation 'com.squareup.okhttp3:okhttp:3.11.0'
}

3 tlfErequest, NAppKeyFlAppSecret, FEEKZ . HiEE . iBEKuriflbody.
Request request = new Request();
try {
/1 INERBRIakFIskiE RS EM LB P e E BB X FEARANZ 2N, BN EREXHRERELEPE
XFR, ERNEGE, WRLE;
1] ARk A ISR S R R RIS BAWEN A, B TATOIRIE A RS B ETE
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SDK_AKFISDK_SK.,
String ak = System.getenv("SDK_AK");
String sk = System.getenv("SDK_SK");

request.setKey(ak);
request.setSecret(sk);

request.setMethod("POST");

request.setUrl("https://c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com/
app1");

request.addQueryStringParam("name", "value");

request.addHeader("Content-Type", "text/plain");

request.addHeader("name", "value");

request.setBody("demo");
} catch (Exception e) {

e.printStackTrace();

return;

}

T4 ERFITER, HAEKRIMx-Authorizationsk, {E5AuthorizationsktBE. K5
4 i okhttp3.RequestITSRIiHTAPI
okhttp3.Request signedRequest = Client.signOkhttp(request);
String authorization = signedRequest.header("Authorization");
signedRequest = signedRequest.newBuilder().addHeader("x-Authorization",authorization).build();
OkHttpClient client = new OkHttpClient.Builder().build();
Response response = client.newCall(signedRequest).execute();

-

non

3.4.11 curl

Birin=

{EAcurlds SVERAPPINIERYAPIRY, EEESLE T EavaScript SDKERcurls<, ARG
Burlds S EFHIEIGFS1TERAPI,

ESREXAPIREE . iBKurl. 1EKT5E. AppKeyFlAppSecretEHER., BEASIIAIER]
3= g8

REX SDK
I ZEFDataArts Studioiz#l&
]2 BE “WERST BIR,
B3 BFHAMSESR “H=R> SDK” 8 “EZ=4R > SDK” ,
H$]4 PESDKEASISKIFEXNIESHISDK, TESDKEFEIALME,

IS LﬁSDK@?E%TE&LO WindowsiRERFE T, FIHAMESIRTFHHE, AW Tap
<, TZME_&._EJZE"F%ZSDK@EI’JSHAZSG{E, Hrep, “D:\java-sdk.zip” ASDKEHIA
HIFERIZFISDKES , BIRIELIRERIEN -

certutil -hashfile D:|java-sdk.zip SHA256

mSHITERTH, WTFFR:

SHA256 RY D:\java-sdk.zip I&%5:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile s8R INTER o
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
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XIEEPR 8 SDKBRISHA256{EFN FRAPXINIESSDKEIAISHA256{E . WNR—EL, N
R NI REAFERSMER

FEIESSDKE | SHA256{H

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327c356412¢c312
8389e848d6

PHP 29bf711144e77ad4adaeal1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b

C++ f604c6386c62cccb7¢358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739c8

-

SXEY “ ApiGateway-

javascript-sdk.zip” [£486, BRIEEEREMEUT:

2R L]

signer.js SDK{tHS
node_demo.js Nodejs~HtHS
demo.html LA TR E!
demo_require.html NEEEEREIAES ( ERErequirefiNEk )
test.js Wizt ARG
js\hmac-sha256.js KT ZE
js\moment.min.js

js\moment-timezone-

with-data.min.js

licenses\license-crypto-js | E=FFElicense3 {4
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e=4 7 ol

licenses\license-moment

licenses\license-moment-
timezone

licenses\license-node

BF API 73~{51
#1181 {ERJavaScript SDK&ERcurlds$ .

$REX “ApiGateway-javascript-sdk.zip” EFEBHEE. EXEEEEFFTFHdemo.html,
REINTEFRR.

Apigateway Signature Test

Key

071fe245-9¢f6-4d75-822d-c29945a1e06a

Secret
Method Url

GET # 30030113-3657-4fb6-a7ef-90764239b038.apigw.cn-north-1.huaweicloud.comr
Headers

{"Content-Type":"application/json"}
Body

s

curl -X GET "http://30030113-3657-4fb6-a7ef-90764239b038.apigw.cn-north-1.huaweiclou
d.com/" -H "X-Sdk-Date: 20190731T065514Z" -H "host: 30030113-3657-4fb6-a7ef-9076423

Note: accessing the APl from browser requires support for CORS
200
Congratulations, sdk demo is running

B2 HEAKey. Secret. 5iEZR. iBKRkMY. HZF0url GAERBYakFskiEgRAZ RSk
ZPXFREBERERNZENGE, BNEEENHSENELTEPRENFN, FHT
B, BiRZE) . AnBINETREA, (XBFiER, Flun:
Key=4f5f626b-073f-402f-a1e0-e52171¢6100c
Secret=rrre
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Method=POST
Url=https://{apig-endpoint}

FE3 EAjsont&zlAIQueryFIHeaders, EHABody, HAFTAEAPIRIDAKEIR, FEE
ANEAFRIIDIER, LSE"x-api-id"tE AHeadersH,

$I84 B “Send request” , Epfcurldps,
$ curl -X POST "https://{apig-endpoint}/" -H "X-Sdk-Date: 20180530T115847Z" -H "Authorization: SDK-
HMAC-SHA256 Access=071fe245-9cf6-4d75-822d-c29945a1e06a, SignedHeaders=host;x-sdk-date,
Signature=9e5314bd156d517*****dd3e5765fdde4" -d ""

£185 Hapdiniix-Authorizationsk, {E5AuthorizationsktBE . Bcurldp S EHIRIGHS

17, VBIEAPI,

$ curl -X POST "https://{apig-endpoint}/" -H "X-Sdk-Date: 20180530T115847Z" -H "Authorization: SDK-
HMAC-SHA256 Access=071fe245-9cf6-4d75-822d-c29945a1e06a, SignedHeaders=host;x-sdk-date,
Signature=9e5314bd156d517*****dd3e5765fdde4" -H "X-Authorization: SDK-HMAC-SHA256
Access=071fe245-9cf6-4d75-822d-c29945a1e06a, SignedHeaders=host;x-sdk-date,
Signature=9e5314bd156d517*****dd3e5765fdde4" -d ""

Congratulations, sdk demo is running

TR

3.4.12 EftRIEIES
APP INIET {EERIE

1. MEEEIER.
B REIE RN BIRIBEAPINXEEAEIIMNIELE, BIREFIRESE. AP
WX 5 & TNERHERBE RS —H.

. ([FRISEEREMEEIRFEE/H.

3. {FHRAK/SKIIFE=HFRITEES.

4. BERMNERZEEENBKRKEELFMEIHTTPEXRA, EEAEBDEMFESH
FINRIHTTPIS K,

5. APIRRWENISXRE, #iT1~3, ITEER.

6. E3RMEMIISRSSHEMIISRFITILER, INREZLE, NEEXK, &
NPSIELEIER

(AN
APPEZ{NZ#EBody K 12MR LA FHOIBERES

LB 1: WIEMEIER

ERAPPLIHITEZ SIANE, BAFTEMBITKAT, AEBHITER. BFinS
APIMK(EFBRIANERAGE, ALUSRE—THTTPIERAIBIRIRSEMERIIZRLS
R, NMsEmEnEE.

HTTPIERALEACREaI T :

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HexEncode(Hash(RequestPayload))

A TBE LA TR IR BAAEIERAMIEL TR .
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BRIRRIRIERIT:

GET https://c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com/app1?b=2&a=1
HTTP/1.1

Host: c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com

X-Sdk-Date: 20180330T123600Z

1. H¥3EHTTPIER%E ( HTTPRequestMethod ) , LURITIFLER,
HTTPiBEK75i%, SNGET. PUT. POSTE, &K &R

GET
2. FIPSEURISH ( CanonicalURI) , LUSTRHEE.
B

MBEURI, ENERERIREZR, SURIEITIRIZEFSHIURIZRRD
B\

HRIERFC 398617 AL URIERTE, BRRITRINEXIIREZAS, BEPENEIDYUIMR

JURIZRES . ANSRURIBEEEARLL “/7 &R, WERESSHM “/7 .
25451 :
REIFAJURIL: Jappl, HBTHSEARIURIZRES A

GET
/app1/

(ALY
EEEM, URIBRIL ¢/ ERE. RXEKE, JLAARLL “/7 EE.
3. FINMBBEIEFRE ( CanonicalQueryString ) , LUBITRIEER
=3V

TiRFH, IEE2H. IRREEESH, WAEFHEH, IGEERNER

H=ET

B

M EEEIEFEFTEREIUATEX:

- REBUTHNXNESNSHEBIEHITURIZES:

" IBZIXIRFC 3986 E X AHMHIIFFREFFFIHITURIFRED, XLFFFEE:

A'Z\ a'Z\ 0_9\ TN N -*DNO

" (ERWXYXIFREIFMEFMRITE D LLRS, ERXFYIt+7dEl
(0-9F0A-F) . fIgN, =HRFFRUMIRIZH%20, 7 RUTF-8FRFLIR

KA “%XY%ZA%BC” &z,

- XFBANSH, BN “ URIRIEBIISHS = URIFIGHISEHE - IWRRE

SHE, WEFHFERE, BReEER “=7
PIILATSBERN S, EPE -1 SHparm2fyEN=,

parmi=valuel&parm2=

- EERFHEABUAFIRFEESHEHTHRF. fli, IIKSFEFFLRISE

BHHELVNSF BB HE ZH .
- LHIFERNSE— S22, WENEERFHH.

2565

TEPBEERINEIESE: a. b
GET

/app1/

a=1&b=2
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IS EEESL ( CanonicalHeaders ) , LAMRITRFEEER .

BN

WSEHESL, EMEREELSIR., BIREKEKRPNFAEHTTPEESLSIE,, HE
SLRE EX-Sdk-Date, FFIRIGEZATE], X AISO8601FRAEAIUTCHYEFE
=: YYYYMMDDTHHMMSSZ ., ¥N5RAPI& 7 EIIERELEASEIRERT, EEIENNEE
NHIIRERFR

B
CanonicalHeadersHZ MEXKEELIHEFEHRY, CanonicalHeadersEntry0 +
CanonicalHeadersEntry1 + ..., EfhEMEREEL

( CanonicalHeadersEntry ) E’_“Vfg‘tjjLowercase(HeaderName) +'+
Trimall(HeaderValue) + '\n'

(1] %88
o Lowercase RSB FREZIEN/NEFEAIREL
o TrimallZ IR ERIERIZSRTIEAIREL .
o ERE—NMEREENSET—METR . SI0FiE+CanonicalHeadersB S/
W17, EbEHm—1M=T,
Z55):

GET

/app1/

a=1&b=2
host:c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com
x-sdk-date:20180330T123600Z

i

MEHELFER B TER:

o RBELEMEIRNNEHR, AHIREISTIERIERTE.
o IRBEFFMBXBEELBIRHITHFHF

LI SEISS SR

Host: c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com\n
Content-Type: application/json;charset=utf8\n

My-header1: a b c \n

X-Sdk-Date:20180330T123600Z\n
My-Header2: "a b c" \n

MSBiEEL:

content-type:application/json;charset=utf8\n
host:c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com\n
my-headerl:a b c\n

my-header2:"a b c¢"\n
x-sdk-date:20180330T123600Z\n

ANEFEZRERSLERE ( SignedHeaders ) , LURITRIER
¥¥>‘4:
F=£ %E’Jig?“ﬁ'g%ﬂio BITAINLEEL, AP SEERPIELE S
EK%Q&E’J—*‘B y WARTESIEERATAPIR K B LA 2SI BB Sk . X-Sdk-
date T ERNERZHT; ﬁ%;k

Bt

SignedHeaders = Lowercase(HeaderNameO0) + ';' + Lowercase(HeaderName1)
+ mn.n + .

7
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EXZNERLFEREUTER: BEZINBRLZMERNERN, %
BRFFHUBRSEELETHIR, FHER 7 kamSNERk.

Lowercase R NEMBZRHEIRNNEFH,

2545

IUTERFREMMNEELS5&E:: host. x-sdk-date
GET

/app1/

a=18b=2

host:c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com
x-sdk-date:20180330T123600Z

host;x-sdk-date

{BFASHA 256157 REUAE FHTTPEHTTPSIERIESZHfbody ik

( RequestPayload ) , GIZERFEE.

BX:

BEKEBEIK, BEEAEZEMMELIE: HexEncode(Hash(RequestPayload)), H
FHashFXREMEERMEAIRE, JEISFSHA-2568% , HexEncodeZRR=LA/N
S=B/0REIEERIBase-164RA3AEEL . FI40, HexEncode("m") IR[ENES
“6d” A= “6D” o MANE— NFEDTEHERTIATENHNHFFERT

AR

ItERequestPayloadfINaZ{ERT, XHF “RequestPayload==null” HIIFE, HiEERTE
fFE"RITE,

25451 :

ARBIAGETE, bodyfkhzs, ZiTIEFAEIEHbody ( S=FE ) 1T
GET

/app1/

a=1&b=2

host:c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com
x-sdk-date:20180330T123600Z

host;x-sdk-date
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

SHAEFRIRSEIBERHEITIEH LR, X S5XIRequestPayloadlfF M BAYEEE
B, SEIEHELEBIRSEERGALVNE 7 Z RN E R

&i%£(Hti8: Lowercase(HexEncode(Hash.SHA256(CanonicalRequest)))
RN H BRI BIE R :
4bd8eafe76738a332ecff075321623fb90ebb181fe79ec3e23dcb081ef15906

LR 2: SIESGEFH

SFHTTPISRHTIEHESIBERIEHRER, BESEREX. ERME—RENT
BEFHH,
StringToSign =

Algorithm + \n +

RequestDateTime + \n +
HashedCanonicalRequest

AR SEIRBT

Algorithm
BEE X, XFSHA 256, EixJSDK-HMAC-SHA256,
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e RequestDateTime

IERATEIEL . SIERIEELX-Sdk-DatefEMER, &R
YYYYMMDDTHHMMSSZ,

e HashedCanonicalRequest
ZEIEHRLIENITEIEK

iR B ASRINFSF RS-

SDK-HMAC-SHA256

20180330T123600Z
4bd8e1afe76738a332ecff075321623fb90ebb181fe79ec3e23dcb081ef15906

LE] 3: HHEER

YGAPP secretiIBIBAVFSFRBIENMBIRFRYAVMA , HHEEE, BTHGIERE
2l AV il 2

PIBWT:
signature = HexEncode (HMAC(APP secret, string to sign))

HAHMACGIEZBIEXMINSFHIZE, HexEncodefgit+75it4l . (AP EuABEN
£3-3Fir.

& 3-3 2HRA

SHBIR SHRRE
APP secret FRZH, INERBRakFOskiEgRiEEMCIE ol =B S fFfEER

BRANZENE, ENERENHRENTLZETENF
W, (ERIEE, BREZE

[~V

string to sign BIRSEF RS

BRIZAPP secret912345678-1234-1234-1234-123456781234, Ni+&EFIAY
signature/g:

cb978df7c06ac242bab1d1b39d697ef7df4806664a6e09d5f5308a6b25043ea2

LR 4: FINERERENBERK

FTEEEE, BeianzlAuthorizationfIHTTPEESL . Authorization;BELF*E
BEEEZEEF, TERTFEMIUIE,
HLBWT:

Authorization headerflZ2{5%3 :
Authorization: algorithm Access=APP key, SignedHeaders=SignedHeaders, Signature=signature

FETFENRE EZSACcessZAIIZAIES, {BESignedHeaders5SignatureZBIFHE
ERESIEH.
BRINEZEEL !

Authorization: SDK-HMAC-SHA256 Access=071fe245-9cf6-4d75-822d-c29945a1e06a, SignedHeaders=host;x-
sdk-date, Signature=cb978df7c06ac242bab1d1b39d697ef7df4806664a6e09d5f5308a6b25043ea2
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BRIBZEELE, BESRILIAuthorizationFIx-AuthorizationSEZ INZIEIAHTTP
BREABER, BEREWAIXEAPINK, HAPIMXTREMDIAILE. BMIAEED
&, EaRFSRXERIRRSHITWSAE,
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